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Annual 47 c'F.R. § 64,2009(c) CPNI Ccrtllication
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Annual 64.2009(eJ CPNI Certification for 201 J covering the prior calendar )'ear 2010

Date Jiled: February 14'·, 2011

Nanle of Company(s) covered by this certification: Loretto Communication Services, Inc

Form 499 Filer 10: 825813

Name ofsignatory: Antbony J. Passarella

Title ofsignatnry: :r' Vit»-P....id."t

I, Anthony J. Passarella, certify that I am an officer of the compaoy named above, and acting as
an agent <If the eompaoy, that I haye personal knowledge that the company has established opemting
procedure. Ihat are adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R. §
64.200I el seq.

Allached to this certification as Attachment A is an accompaoying statement explaining how Ihe
company's procedures ensure that the Company is in compliance with the requirements (including those
mandating the adoption of CPNI procedures, training, recordkecping, and supervisory review) set forth in
section 64.2001 el seq. of the Commission's mles.

The Compaoy has not taken llClions (i.e.. proceedings inslilUl<:d or petitions filed by the Company
al either stale conunissions, the court S)·stem, or al the Commission against data brokers) against data
brokers in the past year.

The Compaoy has not rcceiv<:d customer complaints in the past year conoommg, the unaUlhorizcd
release of CPNI,

The Compaoy represents and wamrnts that the aboveeenificate is consistent with 47 CF.R. §1.17
which requires truthful and accurate s1lltements to the ConnnissioIL The Compaoy also aclmowledges thaI
false st.alemel)ts and misrepreseIllations to the Commission are punishable under Ti 18 of the U. S. Code
and·may ;nbjcct it to eoforcement"Iln. JJ

Signectgi&!JIr;r~J'J::~::::':~:::::~!-

Attachments: E:<hibit 1: Accompanying Statement aining CPNl Procedores
R~bit 2; E~-planation ofActions Taken Againsl Data Brokers
Exhibit 3: Sommary ofCustomer Complaints
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Exhibit 1

Loretto ComlfluuicalJon Servlc€:s. Iuc.

STATEl\<IENT EXPLAINING HOW THE COMPANY'S OPERATING PROCEDURES
:ENSURE COMPLIANCE WITH TIlE FCeS CPNI RULES

I, Customer 1'1'llprletllry Network Information ("C1'NI")

CPNI is defined ill Section ohhe Communications Act (A) information that relates
to the technical type, destination, lind amount of use of a

service ~"h~"ril'f'rlIO of a carrier,
aVltilable to the carrier customer solely of the carrier-

rel:atic'nsllip; information contained bills pertaining to telephone
ex(:hlllnge serviele or telephone tol! received by a of a caJTier (except that

inclucte subscriber fist information).

includes information regarding ll. consumer's use of his or her
telJecrlwnunicatl,)ns encompasses information as: the telephone
mttllbeis called by a \lonsumer; calling a the time,
10Gation and duratipn of II consumer's outbound and inbound phone calls, and (d) the
teleCOmml!llications and information services purchased by

a category that is
sought by pretexters, hackers and

illegitimate purposes. includes any information
trlnlStrlission .t\P,rit;,,, telephone call, including the number called (for

outb calls), the number from the call was placed (for inbound date,
time, location and/or duration of the call

n. Use and Disclosure of CPNI Is Restricted

The Company recogllizt:s that CPN! information that is personal and individually
identifiable. md that concerns have led Congress and to impose restriCtions
upon use md disclosure, the provision of access to it individuals or entities
inside md outside the Company.

a CPNIThe Corllplll~y Complianee Officer (1)
Comr,my's attorneys consultants regarding CPNI

requin~m(mts resltnc1'lons; (2) the training of Company
nlXC', to CPNI; (3) use, disclosure,

access to Comr,any's CPN! by independent contractors and joint venture
maintaining re~l;lfding the use of CPNI in marketing campaigns; and

recoiving, reviewing and resolving or issues disclosure, distribution
or provision of access to



Company agents that may deal with CPNl informed that are
substantial federal relfrrictiOllS upon CPNI distribution access. order to be

to the Company's CPNf, employees agents mllst r""."i,'(\
the retluirements of Section 222 of the COlumunications Act and the

U 64 Rules),

Belore an agent, be allowed to
acc.ess or the independent or joint venture
partner's agreement provisions (or and
agent, independent venture partner must an additional
confidentiality agreement (a) the agent, independent contractor or joint
venture partner use the purpose for which tbe CP:Nl has been
provided; independent contractor or joint venture partner not disclose or
distribute or allow to the any otber party the agent,

Verltl!1'e "ArtnPr IS specifieally required to do so
court independent contractor venture partner must

impl!~m,ent safeguards to ensure

In, Protection of CPNI

I. may, all appropriate written request from a customer,
nrr",;,I", the customer's to customer by sending it customer's

and all such custonter must be made in writing; (2) must
cu:ltlllueriS p,~rr"'''' bjilliullI; I1lIme address and tcleph6he number; (3)

be disclosed or provided; specify
disclosed or provided; and (5) must be by

disclose CPNI upon affirntativc written request by
"M~"ri de:,igJJatled customer, after the Company calls

teleplitorre Riodlt\r sends a to the cUl;l:6mer's address

or other CPNT to a

Since December 2007, the Company retains customer passwords and "shared
Secret" QUeS1:iolJ,-anSjlV'er combinations secure files that may be accessed authorized

who sueh order authenticate identity of
CUistoniers flomIeslting can detailillformation over

authenticate all telephone requests for
whcther or not of call detail ihfonllation. That

furnished the customer's precestablishedpassword (or
send the requested



or (c) call the back at the cU51tome<'s "telephone mllliber
above) with the requosted information,

definition

multiple services off"r,,,, by the Company and an affiliate,
"hPtf" th" customer's ePN} such services with affiliate,
sublscribe to or nOll-telecommunications

affiliate, Company is not customer's, CPNI
with the affitlialte withollt the customer's pursuant to notice and
approval 64'2()07,64.2008 and FCC's Rules,

than
Company provld'3$
64,2008(1') ofthe

Inr!Uil'e about or order new, additional or
Company the CPNI other

CUlittomer's call
Sections 64,2008(c)

customer,

Since December 8, Comp,any disc!osJ3S or releases call detail information to
customers cUf,torne!'-itlitiated the provides a

the a password, call detail
""t:<I,,,",, only by Sending the record or by the

ootlriet call,ltlg the ClJstomer at the telephone number ofrecord, customer is able to
Company during II customer-initiated telephone all the call detail

address a cuatomer service (i.e" the telephonellnmber called,
amount for the call) without Company

I U'JIUI~ CI~stl)l11"r ,,,,rvlr" aCtions related to such
(However, circumstance, the Company may not disclOSe to the
call detail infOrmatioll abont the customer account other than the call detail

CU5:torner provides without customer first providing a passwonl)

when it was """leu,
assistance, Comp:~ny

infonnation
custome<

polic!, that it docs disclose, or permit
Compmry-initiated services to which a

already sllhlse<ibe from the Company (out·bOlJnd marketing).

records allow
"j","+V establish status

use the customer's
These records and all

approvals and/or Opt-in approvals, together with the dates any modifications or
revocations of such approvals; the ,,",of,,\ of CPNl use, access, disclosure anct/or
distribution approved by the customer.

aefOl·e a be an or campaIgn,
checked to determine the status the CPNI

,,(ymh,'''V employees, independent contractors and joint venture partners are
~'PNI Comp.lia!!ee Ofiker security problems

eul)Ounte:rVlnth respect to these records,



Comp1ian'~e Officer will
Notioe" must be

ad,wti,onal or el!tended approvals
determ:ine whether the Company's

10, The C~IP:~NI~~;::r~~::~activity c,
was used in the campaign;
and servioes were offered liS pall of the o<llnpaign,
mlllimium ofone

out·bQUlld marketing
spel3ilk CPNI that

products
be maintained for a

existing customers that
adaitional or modified servic,,"

COilflI)li,ny's ~mployees and billing agents use CPNl to initiate, render, bill
Company may obtllin information from new or

as paIl or requests for new,
use such customer

customer approval) to aM provide the
Cc,mtlany's eJllployee,s billing agents may use customer and oalling

~c()rds (Witboillt to bill for to them; (b)
customers and (c) to pursue

arbitration, or otherproCellSes to collect or unpaid

12. The Company's employees and agents may use CPNI without customer to
prc.te<;I; the rights or and to protect users and from
fralldDtlettt, llljU5'ive{)r illegal use to) the telecommunications service from

use constitute
disl:rit,ufiol1 of CPNI pursuiWt to this Section

"w1t1n," by the Company's Compliance

Because allegations and
sensitive matters, an'r aCCflSS,
must be expressly an"rflvefl
Officer.

vel1ture pal1ners
or received calls

u'om, competing can~er5, may the Company's employees, independent
contractors or joint partners use or disclose Cf'NI for personal reasons or profit.

co]~taining CPNI in a secure manner
<nr,h th,t they canrlothPnQFifl al3Ce:,se<l, disclos€:d or distributed by unauthorized individuals

contair,ing CPNI are
u:nG,uthori;~ed mal1l1er.

secure not used, removed, or

Company e<nployees, agents, independem contractors and joint venture partners are
required to notify the CPNI Compliance Officer of or secU1~ty problems
encounter to files containing CPN L



aCl::(ltllns., hut must require
access any CPN!

NOT be based upon
rnother's maiden

the customer's

17.
be furnished

in Since 8,
realjjly ohlta1l1able biographical information (e.g., customer's
name, security number or date of or account inforrnation
telephone number or address).

Dec.e1'l1bet 8,2007, customers obtain an or password' (i) if
person to the Company's business office, ptt)drfce license, passport or

gO\leJm.n~ellt-ismled identification their andcotrectly answer certain
qlJlt~tiiOnS service and or call a Company

their telephone number then number until
C('lrtllf)anY r~rpl'llselltll.jlive calls them back and obtains to certain questions

address.

2007, the Company
aecounts that may aflect on-V"':V

notify customers immediately of certain

ot'cllalll,es that require immediate notification include: (a) or request
\ll1lrrng;e customer's password; (h) change or for of the

address ofrecord; change or request for change significant element
online and (d) a change or lor change to the

resPoc<aeS with to the means or

or voicernail to customer's
me'!:lSlll~e to the telephone

customer's record
in~:IU(les a change in tnccustomer' s

C, The nu,.,,-v must identil'y only iIl'"",,,,l type of C!li!l1£re and must not reveal

it The Conipany employee or agent sen,ling and to the
epN} a memorandum ""''''""mng: rmme, address record,

of the costom.er 110Iifi(~d or the exact wording
message, written notice, telepbonemessage or voicemil.U message compris.iug

notiO',; date and time that the was sent

Since 2007, the -Company must an initial to enforcement
and a sulosequ,ent notice to the customer if a breach resuJts in the disclosure of

a third party customer's anthorization.

after Company
lluthorization) has



intentionallY access must provide
"1'''3fT(,,,I,, notlhcratlun of snch breach and to the
Federal Bureau of Investigation a central reporting t"c:iH1v accessed through a link

the FCC at http:/Avww.fcc.goyteblcprti;.

nrc,v!,I" eustomers with access ePNl at
valid photo ID the TD matches the

reasonable measures to discover and prote<'i
is pretextingillcluding requiring COmpartyemployees.

agCl1ts, indepelldentcontractors and joint venture partners to noti~y CPNI Compliance
Officer i11l1Ylediate]y voice, or email of: suspicious or unusual
requesting a eustomer's call detail information or other (including a call where
callerfumishes art incorrect password or answer to one or both the "shared

combinations); (b) suspicious or by an

individual to c!;;:i;;I1:aIP~~'~:t~Otller'S llaSSVVOl"d or infurmation providing
inade<.luate . or or record,"
numherof or significant "",vi,,,, information); any and all discovered
instances where access the Company's files or datahases passwords
or CPNI denied due to provision logins IInd/or and (d) ally
cO.iillplai11t by a unauthorized or use or his or her

The will request infonnation in writing,
investigate or the of, any or group of incidertts
reasonably appear to entail pretexting.

a

In addition specific. matters reqninld rl~\1il~wE>d and ap!lrO'/eG hy the Company's
CPNI CompIial1ce Officer, agents, indeplmdent cor,!tll,ot<'Jrs and joint venture

qU(lst!l)nS, issues or lill!;ertainties
access to CPN] to the of tIle Company's CPNI

anlJronri:ate review mid guidallCe. to which
employee a matter to the art:eut'ion

Comp,limuce. Ollker and rec,elvJert appropriate guildntlce is a consideration
disqiplill,lIl"Y autlon om"",],f employee or impermissible use, disclosure
oraceceSlo CPNL

Disciplinary Procedures

employees and agents, ind:epl,ndent contractors and joint
considers with FCC Rules

dbiclrlsure, and access to he very importallt



CPNI requireUle!\ts to
unfavorable

cinc1lmstances of violation
a first time
the CPNI Compli.ance

dellilxlral:e malicious),

Violation or agents
disciplinary (including remedial training,
review'S, jllllbl,tio:n, and telTninzttioll), depending

severity of the viQ,lati,on, whetll,er
IU'."'I),lI, w'het'hcr appropriate gmd!lJ1ce

the extent to

such CPNIViolation by Comp,allY
requireme!\ts
and termination

or joint venture partn,e:rs
(up to Md inclUding 'I::"'CU"" tl~illinl]



Exhibit :2

Lu:reno Communication Inc

STATEMENT CT[OJlISTAKEN AGAINST BROKERS

A.

NONE

instilMed the toll'~WiJlg proce:ooirlg,
Federal COlmmunications

B. DllIrimr ",'''enm"

NONE

the Company
l!gliinst data brokers

IIlS:ttluloo the tollowing pro·ceedtn:g,
the Tennessee Regulatory Authority,

the COfn!Jal:JY
tollowinll; oetit.ic'ns. against data h'T,k''':'"

NONE

instimted the following or
following federal or state courts:



Exhibit 3

SUMlYARY OF CUSTOMl':R COMPLAINTS
REGAIIDING UNAUTHORIZED CPNJ

LJu,nllg C'alen&ar Year fullowing number of cm,toll1er
c()!npl!lilI~ n::lllte:d to unauthorized access to, or disc!osLlre of; CPNI due to improper d""c;"
by Company amploye,~s:

0, the has fee:entad the follow'lm, UUlll"'"1 of cLlstomer
unauthorized access to" or dtoclo,sul'e of, 10 improper

mClIV!llualS not authorized to rec:el\:e

NONE

C Durhig Year the Company received customer
complaints to untl11t'holize:d access disclosure CPNI to improper aecess
to on1ifle i!lfol1llatioll by authorized to view the information:

During "a"en'Cial
pretexters

bec:orr'" aware of the loillow'lllll processes that


